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1. OBIIUE CBEJAEHHA

1.1 OcHoBaHue 1151 pa3padoTKH

B nacrosmem Onmcanuu IpeJcTaBlIeHbl OCHOBHBIE TEXHHYECKHE PEIIEeHHs 0 CO3JIaHHIO
CHCTEMBI 3allUTHl IEPCOHAIBHBIX JAHHBIX, 00padaThIBAEMBIX C HCIOJIb30BAHHEM CPEICTB
aBTOMaTH3alMK, /U1 MH(QOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX JAHHBIX aJMHHHCTPAIUH
[lenTpansHoro paitona ropona bapuayna (nanee — AIMHHHCTpALHS paiioHa).

1.2 CpMcok HCIOJIb3YeMbIX COKPaIeHH i

All - aboHEeHTCKHH MyHKT

APM - apTOMaTH3MpOBaHHOE paboyee MECTO

AC - aBTOMaTH3MpOBaHHAS CHCTEMA

Wb - undopmanrontas 6e301MacHOCTb

WC - undopmanonHasi cicreMa

WCII/1n - nHdopMaLinoHHAas CHCTEMA IIEPCOHANBHBIX JJAHHBIX

K3 - xoHTpOomHpyemas 30Ha

JIBC - noxanpHasi BEIMUCIUTEIBHAS CETh

MD - MexceTeBoit PKpaH

HCJI - HecaHKIIMOHUPOBaHHBINH JOCTYII

OMH - 06bexT uHpOpMaTH3AINH

OI1O - obiecucreMHOe IPOrpaMMHOE obecreyeHne

[1J1H - nepcoHaNbHbIE JaHHBIE

ITITO - npukiazHoe NporpaMMHoOe obecreueHne

PJ1 - pyKOBOAAIIMH JTOKYMEHT

CBT - cpeacTBO BEIMHCIUTENBHOM TEXHUKH

C3U - cpencTBO 3amIMTHI HHGOPMAaIIHK

C3M HCJ] - cpenctBo 3amuThl HHOPMAIUH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

CK3H - cpenctBo kpunrorpaduueckoif 3amuTe HHGopMaIuu

T3 - Texunueckoe 3a1anue

I10 - mporpammHoe obecrniedyeHue

OUIT - anextponHas nudpoBas MoIUCH
1.3  3akoHojaaTe/bHasi H HOpMATHBHO-MeToAH4YecKas Oaza

- ®@enepanbublii 3akoH or 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Iaee -
@3 «O nepcoHanbHBIX AaHHBIX»), YCTAHABIHBAIOIMH OCHOBHBIE IPHHIIHUIIBI H YCIOBHS 00paboTKH
I1/1n, mpaBa, 0043aHHOCTH M OTBETCTBEHHOCTh YYaCTHHKOB OTHOIIEHHI, CBS3aHHEIX ¢ 00paboTKOM
[1IH.

- Crnenuanenele  TpeOOBaHHMS M pPEKOMEHJAMH  TO0  TEXHHYECKOH  3amure
xoHpuaeHIManbHoi HHpopManun (CTP-K), yrBepxaensr npukazom ['octexxomuccuu Poccun ot
30.08.2002 r. Ne282.

- Hssemenne o koppektupoBke CrenuanbHbIX TpeOOBaHHH M peKOMEHJAIMH 110
TEXHHYECKOH 3amunTe KoHpuaeHnansuoit undopmaru 2006, 2008.

- COOpHMK BpeMEHHBIX METOJAHK OLEHKH 3alIHIIEHHOCTH KOH(HIEHIHAIBLHON
HH(OpPMAIHH OT YTEUKH 110 TEXHHYECKHM Kasam, 2002,

- T'OCT P 51583-2000 3aumra undopmanuu. Ilopsanok co3iaHus aBTOMAaTH3HPOBAHHBIX
CHCTEM B 3aIIMIICHHOM HCIIOTHEHHH.

- TOCT P 51624-2000 3amura uHGopManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3alUINEHHOM HenoaHeHHH. O0mue TpeboBaHusL.

- «TpeboBanud K 3amuTe NEPCOHATBHBIX JaHHBIX NPH UX 00paboTKe B HHPOPMAIIMOHHBIX
CHCTEMax MEepPCOHAIBLHBIX JAHHBIX», YTBEpKIAEHHBIE nocraHoBiaeHHeM [IpaButensctBa PO ot 1
HOs10pst 2012r. Nel1119.

- «llomoxxenue 06 ocobeHHOCTSIX 00pPabOTKH MEPCOHANLHBIX JAaHHBIX, OCYIIECTBIISEMOM
0e3 Hcronb30BaHUs CpeACTB aBTOMAaTH3aluu», yrBepikaeHHoe Iloctanosnenuem [IpaBurenbctsa
P® ot 15.09.2008 r. Ne687.

- «TpeboBaHus K MaTepHalIbHbIM HOCHUTEJISIM OHOMETPUYECKHX IEPCOHAIBHBIX JJTAaHHBIX U
TEXHOJIOTHUSM XpaHEHHsI TAKUX JaHHBIX BHE WH(OPMAIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX),
yTBepKaeHHble [loctanoBnenueM [IpaButenscta P® ot 06.07.2008 r. Ne 512.
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- llpukas ®enepanbHOll cIyKOBI MO TEXHHYECKOMY H IKCIOPTHOMY KOHTPOIIO OT 35
despans 2010 r. No 58 «O6 yreepxaenun ITookeHHs O MeToZaX M CHoco0ax 3all|ThI
uH(pOpMaLHK B MHPOPMAIIMOHHBIX CHCTEMAX NEPCOHAIBHBIX JaHHBIX).

- PykoBomammii  JOKyMeHT.  «ABTOMaTH3MpOBaHHBIE  CHCTEMBL.  3aldTa  OT
HECaHKIIMOHMPOBAHHOIO J0cTyNna K uHpopmaryu. Knaccupukanns aBToMaTH3MPOBAHHBIX CHCTEM
¥ TpeOoBaHMs 1o 3ammTe HHbOpMauuUH» (YTB. pelieHHeM | 0CyaapcTBEHHOH TeXHHYECKOil
komuccuu npu [pesunenre P® or 30 mapra 1992 r.).

- PyxoBomammit noxymeHt. «CpesicTBa BEIMMCIHTENBHOM TeXHUKH. MeKCeTeBble SKPaHbI.
3amMrTa OT HECaHKIMOHMPOBAHHOTO nocTyma K uH(popmaumu. [lokaszaTend 3alUIEeHHOCTH OT
HECAHKIMOHHPOBAHHOIO  JOCTyna K uHpopManum» (yTB. pelleHHeM [ ocynapcTBeHHON
TexHH4yeckoi komuccuu npu [Ipesunente PO ot 25 utons 1997 r.).

- PyxoBonsmmii noxymeHT. 3alyra OT HECAHKIIHOHMPOBAHHOTO JOCTYNAa K HHBOPMAIHH.
Tepmunel u onpenenenus (yTB. pemeHHeM [ocyaapcTBeHHOIT TEXHHYECKOH KOMHCCHH IIpH
ITpesunenre P® ot 30 mapta 1992 1.).

- PykoBomsammii nokymeHT. «CpencTBa BBIYMCIMTENBHOH TEXHHKH. 3alllMTa OT
HECAaHKIIMOHMPOBAaHHOIO  jJocTyna K  uMHpopmauuu. [lokazarend  3alUMIIEHHOCTH  OT
HECaHKIIMOHHUPOBAHHOTO  J0cTyna K wHHbopManum» (yTB. pemeHHeM [ocynapcTBeHHOM
TexHH4eckoi komuccuu npu [Ipesunente PO ot 30 mapra 1992 r.).

- PykoBomsmmii 1okyMeHT. 3aliuTa OT HECAHKIIMOHMPOBAHHOIO JocTyna K MH(OpMaIlny
Yacts 1. [IporpaMmHoe obOecniedenne cpeacTs 3aumThl HHpopManuu. Knaccudukanus no ypoBHio
KOHTPOJIL OTCYTCTBHS HEJEKIapHpPOBAHHBIX BO3MOJKHOCTEH (YTB. pelieHHeM | ocyaapcTBeHHOI
TexHu4eckoit komuccuu npu [lpesunente P® or 4 urons 1999 r. N 114).

- M JIpyrHe HOPMATHBHO-METO/IHYECKHE JOKYMEHTHI 0 00eCIIeUeHHIO 3alHTEI

HHpOpPMALIHH.

2. HEJIX U 3AJAYU CO3JAHHUSA CUCTEMBI
2.1 Ieab co3paHus CHCTEMBI

Hasznauenuem C3II[Iln sBasercs oOecriedyeHue uHPOpPMAIMOHHON  Oe30macHOCTH
IIEpCOHANBHBIX JIaHHBIX, oOpabatsiBaembix B UCII/In AnMuHHCTpanuy paiioHa.

OcHOBHON 1Le€nBI0 NpOBEeAEHHS paboT sABiseTcs NpUBEJCHHE Iopsanaka oOpaboTku
NEPCOHATBHBIX JaHHBIX B AJMHUHHCTpallUM paiioHa B COOTBETCTBHE ¢ TpeDoOBaHHUIMH
@enepanbHoro 3akona ot 27 utons 2006 r. Nel52-®3 «O nepcoHalIbHBIX JaHHBIX)», HOPMAaTHBHO-
IPAaBOBBIX JOKYMEHTOB, B TOM WYHCIe B 4YacTH TpeOoBaHMII K TeXHHYECKOH 3aiure
aBTOMAaTH3UPOBAHHBIX CHCTEM, 00padaThIBAIOIIUX [IE€PCOHAIBLHBIE JaHHBIE.

Ilenpto cosmanus C3II[IH sBisleTcss HUCKIIOYEHHWE MM CYIIECTBEHHOE 3aTpyJHEHHE
TI0JIy4eHHs 3JI0YMBIIUIEHHUKOM 3atuimaemMoil unopmanuu, odpadbarsiBaemoii B UCII/IH, a Takke
UCKIIIOYEHHE WA CYLIECTBEHHOE 3aTpyHEHHE HECAHKIIMOHMPOBAHHOTO 1/unm
HEnpeHaMEPEHHOT0 BO3/ICHCTBUS Ha 3aIlUIaeMyto HHGOPMAIHIO U e HOCHTEIH.

2.2 3agayn co3JaHHA CHCTEMBI

CoznaBaemas C3I1/In nomxkHa obecrieunBath a3 pekTHBHOE pellleHue CIeYIONHX 3a/ay:

- 3alUTy OT BMelIarelbeTBa B npouece ¢yHkuuonupoBanus OWM  MOCTOPOHHHX JIHIL
(Bo3MokHOCTh Hcnonb3oBanuss OM um nmocTyn Kk ero pecypcaMm JOJDKHBI HMETh TOJBKO
3aperucTpUpOBAaHHBIE YCTAHOBICHHBIM MOPSAIKOM IOJIL30BATENH);

- pasrpaHM4YeHHE JIOCTyNa 3aperMCTPHPOBAHHBIX  IIONIB30BaTeNlell K  amlmaparHbIM,
NPOrpaMMHBIM M MH(pOpMaIIMOHHBIM pecypcam OU;

- perucTpanuio AeHCTBHH MOIb30BaTeNeH MPH UCIOIB30BAaHUHU 3alHIaeMbIx pecypcoB OU
AJIMUHHCTpali paifoHa B CHCTEMHBIX JKypHajJaX U IE€PHOJAMYECKHI KOHTPOIb
KOPPEKTHOCTH JeHcTBMH monb3oBareneii OW mnyreM aHanM3a COAEPIKMMOIO 3THX
’KypHAJIOB;

- KOHTPOJIb IIEJIOCTHOCTH CPE/Ibl HCIIOJHEHHUS NTPOrPAMM;

- 3alUTY OT BHEJIPEHUs HECAHKIIMOHHUPOBAHHBIX IPOrPaMM, BKJIIOYAs KOMIIBIOTEPHEIE

BHPYCBI;

- obecrieuenne 6e30MacHOr0 MEKCETEBOTO B3aUMOI€HCTBHUS;

- 3amuTy KOHOHAEHIHATbHOH HHGOpMALUK OT YTEUKH [0 TEXHMYECKMM KaHajaMm IIpH ee
obpaboTke, XpaHEHHH H Nepeaye Mo KaHajJaM CBSI3H;



- oOHapyXeHHe BTOPKEHHIA.

3. TPEBOBAHMHA K C3I1H
3.1 O6mue TpebOBAHHA K TEXHHYECKHM CPeICTBAM 3aIIHTHI HHPOpPMAIIUH

B C3IIJln  1okHBl HCHOJIB30BATBHCS  TOJBKO — CpeAcTBa  3alldThl  MHGOpMAaInu,
CepTHOHUUMPOBAHHBIE B  YCTAaHOBJIEHHOM TIOPSJIKE HA COOTBETCTBHE (DYHKIIMOHAIBHBIM
TpeOoBaHUsIM HMHGOPMAIMOHHONW OE30MmacHOCTH, YCTAaHOBJIEHHBIM TOPSAAKOM B CHCTEME
ceprupukanun ®CTOK Poccun wmm ®CB Poccun.

C3IT/In nomkHa BKIIIOYATE B ceOsl Cle/IyIOLIHe 0ICHCTEMBI:

- HoJcHCcTeMa yNpaBlIeHHs JIOCTYIIOM;
- TOJCHCTeMa PErHCTpallMH U y4eTa;
- mojcHucTeMa obecrieueHHs 11eT0CTHOCTH;
- ToJcHCcTEMa aHTHBHPYCHOM 3alllUThI;
- nojcHcTeMa 0e30IacHOr0 MEKCETEBOro B3auMO/1eHCTBHS;
- TIOJCHCTEMA aHa/IM3a 3alMIIEHHOCTH;
- nojacucremMa oOHapy)KeHUs! BTOPKEHHIH.
3.2 TpeGoBaHus K NoACHCTEMe YIIPABJICHHS 10CTYIIOM

[Toncucrema ynpasjieHHsT JOCTYNIOM J0JKHA OOeCIeYMBAaTh BBIOJHEHHE CIEIYIOLIHX
TpeboBaHUH HAEHTH(UKAIMSI M NPOBEPKH INOAIMHHOCTH II0JIL30BATENs MPH BXOJE B CHCTEMY
MH(GOPMAIMOHHON CHCTEMBI 110 MAPOJIIO YCIOBHO-IIOCTOSIHHOTO JIEHCTBHS JUIHHOH HEe MEHee IIeCTH
OyKBeHHO-IIU(DPOBBIX CUMBOJIOB.

33 TpeboBanus K nojcucTeMe pericTPalHH U y4eTa

IToncucrema perucTpani M ydera JOJDKHA OOeCHedHMBATH BBINOJIHEHHE CIIEIYIOIIHX
TpeOoBaHUIL:

- Peructpanus Bxoja (BbIX0/1a) M0JIL30BATENsA B CHCTEMY (M3 CHCTeMBI) JIMOO perucrpanus
3arpy3Kd U HHULHAIH3aLKUHU ONIePallHOHHOM CHCTEMBI U ee IPOrpaMMHOr0 OCTaHOBa. B mapameTrpax
perucTpaiiy yKazblBaloTcs: J1aTa U BpeMs BXoJia (BbIX0/1a) MOIh30BaTENs B CHCTEMY (H3 CHCTEMBI)
HJIM 3arpy3KH (OCTaHOBA) CHCTEMBL

- VYuyer Bcex 3alMIaeMbIX HocuTeled MHQOpPMAIMM C NOMOLIBIO HX MApKHUPOBKH H
3aHeCeHHEe YUETHBIX JIaHHBIX B JKypHall yyeTa.

3.4  TpebdoBanus K noacHcreMe obecredeHHs! eJT0CTHOCTH

IToacuerema ofecrniedeHus LENOCTHOCTH JI0JKHA 00ecneunBaTh BBINOJHEHHE CIIEIYIOLIHX
TpeboBaHHH:

- OObecreyenyre 1EJOCTHOCTH NPOIPAaMMHBIX CPEACTB CHCTEMBI 3alllUThl NEPCOHAIbHBIX
JIaHHBIX, oOpabareiBaeMoil MHpOpMalnMU, a TakKe HEH3MEHHOCThH IPOTPaMMHOM — CpeJbl.
[lenocTHOCTh ODecreyrBaeTcsl OTCYTCTBHEM B MH(OpPMAIIMOHHON CHCTEMe CpeiCTB pa3paboTKH U
OTJIaJKH MTPOrpaMM.

- ®usnyeckas oxpaHa MHYOPMAIIMOHHOM CHCTeMbI (TEXHHYECKHX CPEJCTB M HOCHTEJeH
HHGOPMAIHHK), [peJIycMaTPUBAIOIIAs KOHTPOJIb JIOCTYNAa B IOMELIeHHs HHPOPMAIMOHHOMH
CHCTEMBI IIOCTOPOHHHX JIMI, HAJHM4YH€ HAJEKHBIX MpPENATCTBHIl I HECaHKIMOHHPOBAHHOTO
IIPOHHKHOBEHHSI B IIOMEIIEHHS MH(OPMAIMOHHOM CHCTEMBI M XpaHMJIHINE HOCHUTeseiH
uHbOpMaIHH.

- BrmonHenue pe3epBHOIO KOIMMPOBaHHs 3alllMIIaeMOl HH(pOPMALIUH.

3.5 TpeboBaHus K MoAcHcTeMe AHTHBHPYCHOI 3aIIUTHI

IlpenoTBpamienue BHeApeHHs B WH(OPMAIMOHHBIE CHUCTEMBl BPEJIOHOCHBIX MPOTpamMM
(nporpamMm-BHpYCOB).

3.6 TpeboBanus K moacucTeMe 6€30MACHOT0 MeKCeTEBOr0 B3aHMOo/AelicTBHA

IToncucrema Oe3omacHOro MeKCETEBOTO  B3aMMOJEHCTBHS  JO/DKHAa OOecleunBaTh
BBINOJIHEHHUE CIIEIYIOMUX TpeOOBaHMMH:

- @uasTpanys Ha CETEBOM YPOBHE JUIsl Ka)KIOr0 CETEBOTO MaKeTa HE3aBUCHUMO (pelleHHe
0 ¢uIbTpalUU NPUHUMAETCS Ha OCHOBE CETEBBIX aJpPEcOB OTIpaBHTENS M IIOJIyyaTess HJIH Ha
OCHOBE JPYTHX SKBHUBAJICHTHBIX aTpUOYTOB).

- OuubTpanus NaKETOB CHYKeOHBIX NPOTOKOJIOB, CIYKALIMX I8 JUAarHOCTHKH H
ylpaByieHHsl paboToH ceTeBBIX YCTPOHCTB.



- Hnentndukanus M ayreHTHHKAIMS aIMHHHUCTPATOPa MEKCETEBOTO JKpaHa IpPH €ro
JIOKaJIBbHBIX 3allpocax Ha JOCTYII 10 HACHTU(DHUKATOPY (KOY) H MapoIIto.

- KoHTpoib 11e10CTHOCTH CBOEH MpOrpaMMHON H MH(GOPMAIIMOHHOMN YacTH.

- Boccranosnenne cBOHCTB MEKCETEBOI0 9KpaHa 1ocje cO0eB U 0TKa30B 000py,/10BaHMSI.

- OuupTpanus ¢ y4eTOM BXOJHOI'O M BBIXOJHOIO CeTeBOTO HHTepdeiica Kak cpeicTsa
IIPOBEPKH IOJATHHHOCTH CETEBBIX aPECOB.

- QuupTpanus ¢ y4eToM JH00BIX 3HAYUMBIX MOJIEH CETEBBIX MAKETOB.

4.  ¥YI'PO3bI BE3OITACHOCTH UCIIJH
4.1 Ilepedenn akTyajabHbIX yrpo3 oezonacHocra B UCIIIn
AxtyanbHbIMH yrpo3amu OezonacHoctd B MCITJIH AIMUHHCTpanuu paifoHa
ABJISAIOTCA: YTPO3bl HECAHKIIMOHHPOBAHHOTO 10CTYTIAa K HHGOPMAIHH.

— Kpasxa xmoueit u arpubyToB noctyna.

— Kpaxa, Mmogudukanus, yHuuTOKeHHEe HHOPMAIHH.

— HecanknnonupoBanHelit  JocTyn K HMHGOpPMAlMH TNpPH TeXHUYECKOM 0O0CITy/KHBAHHH
(peMOHTE, YHHYTOXKEHHH) y3710B [IDBM.

— VYcranoska [10 He cBsI3aHHOTO C UCIIOJTHEHHEM CITY)KeOHBIX 00S3aHHOCTEH.

— VYTpara kmo4deif ¥ aTpuOyTOB JOCTYTIA.

— JHoctyn x uHbOpManuy, MOAU(PUKALMS, YHHYTOKEHHUE JIHII, HE JIOMYLIIEHHBIX K €€

obpaboTke.

— Pasrnamenue uHpopmanmy, MoaudUKaLus, YHUYTOXKEHHE COTPYIHHKAMH, JOMYIIEHHBIMH
K ee oOpabortke.

VTpo3bl yTeUKH 10 BUAOBBIM KaHAJIaM.

— VYrpo3a noacMaTpuBaHus KOHGUASHIMATLHOI nHpopManuu ¢ MonuTOopoB ITK.

YTrpo3bl HECAHKITMOHMPOBAHHOTO JOCTYIA 10 KaHalaM CBSI3H. YTpo3a « AHAIH3 CETeBOro TpapuKay
¢ nepexsaTtoM nepenasaeMoii u3 MCII/In u npuHuMaeMoii U3 BHEIIHUX ceTei HHPOpPMaIlHH:

— IlepexBar B npeaenax KOHTPOJIUPYEMOI 30HBI BHYTPEHHUMH HAPYIIHTEISIMH.

— VYrpo3bl CKaHMpPOBAHHS, HANPABICHHBLIE Ha BBISBICHHE THIIA HJIH THIIOB HCIIOJIb3YEMBIX
OINEpAaLlMOHHBIX CHCTEM, CEeTeBBIX ajapecoB pabdouux cranuuil UCIIJH, Tomosjoruu ceru,
OTKPBITBIX MIOPTOB U CIIYkKO, OTKPBITBIX COETHHEHUH U JIp.

— YTpo3bl BBISIBJICHUS TApoJIei M0 ceTH.

— VYTpo3bl yAaaeHHOro 3aycKa IPUI0KeHHIA.

— YTrpo3sl BHEAPEHHS 110 CETH BPEIOHOCHBIX IPOrpaMM.

5. TIOCTPOEHHME CUCTEMBI 3AIIUTHI IIEPCOHAJIBHBIX TAHHBIX

Jua  obecnieuenns OeszomacHoctn II[ln B  WCIIln  AngvmuHucTpanuu  paifoHa
OCYILIECTBIISIETCH:

- 3amura [[[H, oOpamaromuxcs Ha CBT, Bxomsmmux B MCIIJIn, ot
HECaHKIIMOHMPOBAHHOTO Jl0cTyTa ¢ ucnoiaszoBanueMm C3U or HC/I;

- 3amura [1/]H, mepeiaBaeMbIX 110 KaHallaM CBSI3H;

- 3allMTa OT YTeYKH N0 TEXHHYECKUM KaHajlaM;

- 3ammuTa [IJIH OT BUpYCHBIX yTpO3;

C3II/IH npu BBIIOJIHEHMH OPraHM3aALMOHHO-PEKUMHBIX MEPONPHATHI 10 00eCIeUYeHHIO
6eszonmacHocty MHpopmanuu B MC obecneunBaeT BImonHeHHE TpeOOBaHM, MpPEIbIBICHHBIX K
C3II/In B paszmene 4 naHHOrO JOKYMEHTa, a Takke oOecreyuBaeT INPOTHBOJAEHCTBHE yrpozam
fe3onacHOCTH, OITMCAHHBIM B pasjene 5.

IToctpoenue C3I1[Jn B MC 3aximoudaercs B NPUMEHEHMHM CepPTH(MIMPOBAHHBIX CPEICTB
3aIUTHl MHPOpPMAUK M OOeclevYeHHH OpraHM3alHOHHO-PEKMMHBIX MEPONPHATHHA [0 3alluTe
MHPOpPMALIMH B 3aBHCHUMOCTH OT CTPYKTYPbl 00BEKTa, aKTyaJbHOCTH M IIOKa3aTells OMacHOCTH
yrpo3 uHbopMalnHoHHOH 0€301acHOCTH Ha JaHHOM O0OBEKTE.

6. OCHOBHBIE TEXHUYECKHWE PEILIEHUWSA
6.1 Pemenns no 3amure or HCJI
B xagectre C3U ot HC/] nns 3amuTe! nepcoHanbHbIX JaHHBIX B MCIT/{H npumeHnseTcs
nporpamMmHoe obecnieuenue «VipNet SafeDisk 4.1», «DallasLock 8.0-K»



I1O «VipNet SafeDisk 4.1» obecnieunBaer:

- Xpanenue 3amuinaeMoi uudopmalyy B KouTeitnepe B Bije 3amudposanHoro Qaiiina Ha
JUCKEe MM BHEIIHeM HocHTese. J[ocTyn K KOHTeHHepy OCYIIECTRIISIeTCs [0 Hapoio, (haia-Kiody,
KJIIOYY, XPaHALIEMYCs Ha 3alHIIEHHOM HOCHTEIIE.

- Tlpo3payHoe mudpoBaHHE TAHHBIX, IIPOH3BOJUMOE B pPEallbHOM BPEMEHH, IO3BOJISIET
paboTaTtk ¢ JOKyMEHTaMH B OOBIYHOM pEKHME.

- Hammume pexuMa 3KCTpPeHHOTO OTKITIOUEHHs KOHTEHHEpPOB M BBIXOJA M3 MPOrPaMMBI
(pesxuM «OmacHOCTBY»), a TaKiKe PeskUM SKCTPEHHOTO YHHUTOMKEHHMs J0CTyIa K HHpopMaiuu s
BCEX I0JIb30BaTelIell porpaMMel (pexuM «bosbluas OnacHOCThY ).

C3U «DallasLock» umeer ciieayromine BO3MOKHOCTH:

- ycuieHHasl uaeHTH(UKAIHUS U ayTeHTU(HUKALUS [0JIB30BaTeNeH, B Ka4eCTBE YCTPOHCTB
JUIsL BBOJA MJEHTHU(HKAIIMOHHBIX NPH3HAKOB MOTYT OBITH Mcnoib3oBaHbl iButton, eToken Pro,
Rutoken;

- YOpaBJeHHE JOCTYIIOM I0JIb30BaTeleil K KOHDUACHIIHAIEHBIM JaHHBIM;

- pasrpaHHueHHe JOCTYTNA K CJIeIYIONUMM opTaM/yCTpOHCTBaM:

- I0cJIeIoBaTeNIbHbIE U Napajlie/ibHbIe TOPTEHI;

- CMEHHBbIE, JJOTHYECKHE H ONTHYECKHE TUCKH;

- USB-nopTsI.

- TIOIAEPKUBAETCSA KOHTPOJb NMOAKIIOYeHUs ycTpoiicTB Ha muHax USB, PCMCIA, IEEE
13 94 no Tuny u cepuitHOMy HOMEpY;

- CYLIECTBYET BO3MOJKHOCTb 3allpeTUTh MCIOJIB30BaHHE CETEeBBIX HMHTEpQeHcoB —
Ethernet, 1394 Fire Wire, Bluetooth, IrDA, WiFi.

- 3allUTa OT 3arpy3KH C BHEIIHHX HOCHTENIEH;

- 3aMKHYyTas IporpamMMHasi cpe/a;

- KOHTPOIb IEJIOCTHOCTH;

- KOHTpOJIb alnapaTHOH KOH(HIypaluu KOMIIbIOTEPa;

- (yHKIHOHAIBHBIH CAMOKOHTPOJIb IOJICHCTEM;

- KOHTpOJb NNe4YaTu KOH(HIECHI[HATbHOH HHPOPMALIHH;

- 3aTHpaHHe OCTaTOYHOH MH(pOpMALIUH;

- perucrpais coOOBITHH.

6.2 Pemennst mo 3amuTre ot yreuku I1/{n 3a cuer I9MHUH

B umHbopManuoHHBIX cHucTeMaX a1 o0paboTku HMHGMOpPMAIMH HCIONB3YIOTCS CpeICTBa
BBIYMCINTEIPHON TEXHHKH, YIOBIETBOpSIONIME TpeOOBaHUAM HAIMOHAIBHBIX CTAH/IAPTOB 10
JJIEKTPOMarHUTHOH COBMECTHMOCTH, 110 O€30macHOCTH M 3PrOHOMHYECKHM TpeDOBaHHAM K
cpeAcTBaM  OTOOpakeHMs HH(QOpMAalMH, 10 CAHUTApHBIM HOpMaM, T[PEIbSBISEMBIM K
BU/ICOUCIITICHHBIM TEPMUHANIAM CPEJICTB BBIYHCIUTEIbHONW TEXHHKH. YTPO3bl YTEUYKH 0 KaHAaIaM
[ITDMHUH He akTyalbHEL
6.3  Pemenus mo 3amure ot yreuku [1/[n mo BugoBomMy kanay

Jlns 3ammtel ot yreuku [1J[H mo BunoBomy kxanany [1K ycranaBmuBaroTcs TakuM 00pasoM,
YTOOBI HCKJIFOYUTE BO3MOXKHOCTB ITPOCMOTpA MOCTOPOHHUMH JIMI[AMH TEKCTOBOM M rpadhHyecKoii
HH(OpMaLMy, cofepiKallell epcoHalbHbIe JaHHble ¢ MOHHUTOPA KOMITBIOTEPA.

6.4 PemeHusi mo aHTHBHPYCHOI 3am(uTe

J11s 3a1M T OT YTpO3 BHEAPEHHS BPEIOHOCHLIX NPOrpaMM (BUpycoB) Ha 3auiuiaeMbix 11K
yCTaHOBJIEHa cepTH(HIUpoBaHHas Bepcus unensuonnoro I10 «Kaspersky Endpoint Security 10».

Jlns 3amuTBl OT Yrpo3 BHEIPEHHs BPEJIOHOCHBIX IpOrpamMM (BHPYCOB) Ha 3alUINAEMBIX
cepBepax ycTaHoBlIeHa cepTHuuMpoBaHHas Bepcus muuensznonHoro 10 «Kaspersky Endpoint
Security 10»

6.5  PemeHus no 3auuTe MeKCeTeBOro0 B3aHMOIeiicTBHSA

JU1s1 321U THl MEKCETERBOT0 B3aUMOJICHCTBHS H OPraHH3allHK 3allHIIEHHBIX KAHAIOB CBS3H
Ha [IK nons3oareneit UCITIn npumensiercs 1O «VipNet Client Bepcus 4.3». I1O «VipNet Client
Bepcus 4.3» uMeeT cepTHHHKATEL

- OCb Poccun kak cpe/icTBO MEXKCETEBOT0 AKpaHUpoBaHus 4 Kiracca 3allUIIeHHOCTH;
- ®Cb Poccuu kaxk cpenctBo kpunrtorpaduyeckoi 3ammTsl uHGoOpManuu (mmudpoBaHue

(aiinoB, TaHHBIX, cojep:Xkalluxcs B o0macTax omnepatuBHod mamstu, u IP-tpaduxa,

BBIUHCJIEHHE HMHUTOBCTABKH JUIs (DaiiiioB, TaHHBIX COJEPIKAIIMUXCS B OTIEPATUBHOM MaMATH U
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IP-Tpaduka, BeIYMCIEHHE 3HAUSHUS XO-(QYHKIUH 1711 (aiiIoB U JaHHBIX, COIEPKAIIHXCS
B 00J1aCTAX ONEPATHBHOM NaMsITH).
ITO «VipNet Client Bepcus 4.3 ) COCTOHUT U3 CIIeTYIOUIHX MOJLYJIEH:

- ViPNet [MoHHTOp] — COBMECTHO ¢ HH3KOYPOBHEBBIM [paiiBepoM MMH(GPOBAHHS H
¢uabTpanuu Tpaduka oTBeyaeT 3a pea3annio GyHKIHI:

0 IlepcoHabHOrO CETEBOrO 3KpaHa — HAJEKHO 3allHInaeT pabouyro CTaHIIHIO/CEepBED
OT BO3MOXKHBIX CETEBBIX aTak, Kak M3 riobanbHoi (MHTepHET), Tak U U3 JIOKAILHOI
cetH. [Ipu atom:

e Ocymectpasercss (UIbTPAIMS 3AMMIIEHHOTO H OTKPBITOrO TpaQUKOB 110 MHOMKECTBY
nmapameTpoB («Oenblii» U «4epHbIi» cnucky [P-anpecoB, mOPTEIL, MPOTOKOIEI);
e Peanusyercs pexuM «stealthy (pekUM HHHIMATHBHBIX COEIMHEHHIT), O3BOJIAIONIMN ceaTh

HEBHIMMBIM KOMIIBIOTEP 3aIHIICHHOI CeTH M3 OTKPHITOM CETH;

e (OoOecneunBaercs oOHapyKeHHe U OIOKMPOBKA THITHYHBIX CETEBLIX aTak (31eMeHThl IDS).

o Iudparopa IP-tpadmxka — obecrnieynBaeT 3amuTy (KOHGHIECHIHAILHOCTE,

MOJTHHHOCTh M LEJNOCTHOCTh) M000ro BHAAa Tpaduka (NMPHUIOKEHHH, CHCTEM
ynpapieHus M ciayxkebnoro Tpadpuxka OC), mnepemaBaeMoro Mexay JHOOBIMH
00BbeKTaMH 3allMIIEHHOH ceTH, Oyap To paboume craHuuu, (aioBble cepBephl,
CepBEPEI MPUIIOKEHHH.
Bricokass mpoM3BOAMTENBHOCTH INMGpYIOLIEro IpaiiBepa, IOUICPKHUBAIOIIETO
COBPEMEHHBIE MHOTOSIEPHBIE IIPOIECCOPBI, MO3BOJSET B pealbHOM BpPEMEHH
3alUIaTe Tpapuk ciyk0 romocoBod W BuAecocBa3uw B cetax TCP/IP u
obecreynBaTh OJHOBPEMEHHYIO DPabOTYy MHOMXECTBA IOJB30BATENBCKHX CECCHIA.
IToiepxuBaeTcss mpo3pauHas paboTa depe3 YCTPOWCTBA CTATHYECKOH W
nuHamuueckoii NAT/PAT mapmpyTtuzanuu npu no0biX criocobax MOAKIIOUEHHS K
CETH.

0 Yar-KkiHeHTa -— MO3BOJIAET IOJIL30BATHCS YCIYyraMH BCTPOEHHOIO CepBHCa oOMeHa
3AIIUINEHHBIMM  COOOIIEHMSMH W  OpraHM3alMd  4YaT-KoH(epeHIHH  MexIy
obbexTaMu 3amuiieHHoit cetu ViPNet, Ha kotopeix ycranosinensl ViPNet Client
unu ViPNet Coordinator (Windows).

o Kimenra cimyx0b1 oOMeHa daitnamMu — no3BosseT 0OMEHHBATECA MEKIY 00BEKTaMH
samuiienHolt cetn ViPNet mo6bmvMu daiinamu 6e3 ycTaHOBKH JOMOJIHHTEIBHOIO
ITO (manpumep, FTP-cepBepa/kiuenta) uiau wucnoib3oBanus ¢yakiuii OC 1o
obmemy noctyny K ¢aiinam yepe3 cerb. OOMeH (ailiaMi MPOM3BOAUTCS YEPE3
3alIMINEHHYI0 TpaHCIOpTHYIO ceTb ViPNet ¢ rapaHTHpOBaHHOH MDOCTABKOH H
«Iokaukoity ¢aiiyos npu oOpeIBe CBA3M.

- ViPNet [KouTpons mpuiaoxeHuii] — mnporpamma, KOTOpas MO3BOJISET KOHTPOJIHPOBATH
CETEBYI0 aKTHBHOCTH IPUJIOKEHHH W KOMIIOHEHT OINEpalHOHHON cHcTeMbl. [Ipu 3TOM
MOXKHO (OPMHPOBATh «YEPHBIR» H «OEIbI» CHHCKH NPHIOKEHHH, KOTOPBIM 3alpeleHo
HJIM pa3spelleHo paboTaTh B CETH, a TakyKe 3a/laBaTh PEeakIMI0O Ha CETEBYK AKTHBHOCTB
HCH3BECTHBIX IIPHIIOKEHHH. B OOJBIIMHCTBE cilyyaeB 3TO IO3BOJISET IIPEIOTBPATHTH
HECAaHKIIHOHHPOBAHHYIO CETEBYIO aKTHBHOCTH BpenoHocHoro 1O, mampumep, nporpamm-
«TPOSTHOBY.

- ViPNet [[lenoBas Iloura] — mnporpaMma, KOTOpas BBIIOJHSET (YHKIHH IOYTOBOIO
KJIMEHTA 3allMINEHHOH MOYTOBOH ciyXObl, GYHKIMOHHPYIOIEH B paMKax 3allHINeHHO
cetd ViPNet.

- ViPNet MFTP — nporpamwma, Bemomssiomas Gpyukuun obMena ciyxedHoi uHpopManuei
MEXIY Y3laMH 3alllMIIeHHONH ceTH (OOHOBJEHMs KitoyeH IMQpOBaHMS, CBs3eH Yy3II0B,
IIPOrpaMMHOI0 obecredeHus) 1 KoHBepTaMu ¢ nucbMaMu «JlenoBoit [louts» u koHBepTamMu
«®Daitnosoro OdMeHay.

- Kpunromposaiinep ViPNet CSP — ViPNet Client coxepHuT BCTPOSHHBIH
KPHIITONpoBaiifiep, pealnu3yomui cTaHapTHEIA 71 pa3paboTUYHUKOB MPUKIAIHBIX CHCTEM
nox OC Windows.

Taxum obpazom, IO «VipNet Client Bepcusi 4.3 NOJHOCTBIO COOTBETCTBYET BCEM
TpeboBaHHAM 0€30IaCHOCTH, MPEsBIsSEMBIM B 4acTH oOecledeHUH 0e30IaCHOCTH MEKCETEeBOro



9KPaHUPOBAHHS, & TaK K€ BBHINOIHAET QYHKIHH KIHEHTCKOTO KPHUITOrpadHueckoro KIMeHTa s
HOJKJIOYEHHNS K 3aIUIICHHON CeTH Mepeiavn JaHHbIX.

JUIsl 3alUTBl MEXKCETEBOrO B3aHMOJICHCTBHS B MeCTe NOIKIIOYECHHS BHYTPeHHel CeTH
AZMHHHCTpaUuH paiioHa K ceTsaM OOINero MoIb30BaHHs a TAK JKE K CeTH VIHTepHeT Ha IpaHMIe
KOHTPOJIMPYEMO#  30HBI  YCTaHOBJIEH NPOrPaMMHO-AMMApaTHLIH  KOMIUIEKC —MEKCETEBOro
skpanupoBanus «VipNet Coordinator HW4».

7. OPTAHU3AIMOHHBIE MEPOIIPUSITHSA 11O 3ALUTE IIJIH B UCITJTH
7.1 O6mue TpeGoBanus

B pazzene ONHCHIBAIOTCS OpraHu3alHOHHEBIE (opraHM3alHOHHO-PEKUMHEIE,
OpraHM3allMOHHO-TEXHUYECKHE, Ka/POBBIE) MEPONpPHATHS IO obecHedeHHI0 HH(OPMAIMOHHON
0e30MacHOCTH, 110 OpPraHM3alHK AESITeIbHOCTH MePCOHANa, MOPAAKY SKCIIyaTalliH TeXHHYECKHX
CPEACTB CHUCTEMBI B IOMEINCHHSAX, CHCTEMATHYECKOMY BBINOJIHEHHIO Mep IO HEeIOMYIIEHHIO
BBIBOJIa CHCTEMBI H3 CTPOS M KOHTPOJIsl YT€YKH 3allHINaeMoil HH(OpMaIHH.

1.2 Onncanne opraHu3alHOHHBIX MEPONPHUATH

IIpoBenennsie opranu3alMOHHbIe MephI MO 3atuTe [1J[H BKIIOYAIOT:

- ONHCaHHE TEXHOJIOTHYECKOro npoiecca oopaboTku nHGOpMAaIHH;

- YTBEpXKJAEHHUE MOTUTHKH HHPOPMAIIMOHHOM 6e301acHOCTH;

- Ha3Ha4yeHHE OTBETCTBEHHBIX 3a oOecrneueHue 6ezonacHocTH [1)1H;

- Ha3Ha4YeHHe OTBETCTBEHHBIX 3a Oopranusanuio oopadorku [1/1H;

- Ha3Ha4YeHHEe OTBETCTBEHHBIX 3a opraHuzanuiro obpabotku [IJ[H ¢ ucmoab3oBaHHEM
CpeACTB KpUNTOrpaguuecKoi 3aluThl;

- CO3JIaHH€ [IePEeYHs COTPYAHHKOB, HMEIOIIMX 1ocTyM K [1/IH, o6pabaTeiBaeMbIM B

HUCIITn;

- CO3/aHHE TEPEeYHs COTPYAHHKOB, PabOTAIOLIMX CO CPEICTBAMH KPHIITOrpaduyecKoi
3allUThI;

- OIpeJie/IeHHE NepeydHs MOMEIeHHH OrpaHHYeHHOr0 JOCTYIa, B KOTOPBIX

oOpabaTkIBarOTCs
[1]n;

- COTPYAHHKH, UMeromme n0cTyn K II/[H o3HaKOMJIEHBI ¢ HMEIOIMIMMHCS HOPMATHBHBIMHU
aKTaMH H OpraHU3alHOHHO-PACIIOPAIUTEIbHBIMU IOKYMEHTAMH U HHCTPYKIHAMH;

- COTPYIHMKH, padOTalol[He €O CpeJCTBAMU KpHNTOrpapuyecKoil 3al[uThl, COIIACHO
nporpamMme O0ydYeHHMs H3Y4aloT TEXHHMYECKYIO IOKYMEHTALMIO K HCIOIb3YEMBIM CpPEICTBAM
3alIMTBl, 3HAKOMATCSA C CYIIECTBYIOIIMMH HOPMATHBHO-NIPABOBBIMM aKTAMH M IPHHSTBIMH
OpraHM3alHOHHO-PACIOPSIUTEIEHBIMHI JIOKYMEHTAMH;

- CO BCEX COTPYIHHKOB, HMEIOMHUX H0cTyn K 11/TH, B3sTO 0053aTENBCTBO O HEpas3rIalleHHH
CBeJICHHI KOH(HIeHIIHAIBHOTO XapaKTepa;

- YCTaHOBKa M HacTpolka mporpammuoro obecrnieuenuss C3M mpoussesieHa B COOTBETCTBHH
¢ TpeOOBaHMs TEXHHUECKOH M DKCIITyaTallHOHHOM JoKyMeHTanue k atum C3U;

- peamu30BaHbBl Mephl 00ECIeYMBAIOIIME DPE3ePBHOEC KOIHPOBAHHE M BOCCTAHOBJIEHHE
uHpopManHoHHbIX pecypcoB VICIT/IH. YTBepxkIeH periaMeHT pe3epBHOTO KONHpOBaHHA. B
COOTBETCTBUH C PEIJIAMEHTOM BeETCS JKypHal Pe3epPBHOTO KOITHPOBAHHS;

- PEerIaMEHTHPOBAaH IIOPAJOK PEMOHTA M TEXHHYECKOTO OOCIyKHBAHHE TEXHHYECKHX
cpencte UCTI/H;

- B LeIdX OpraHu3aluH paboTel ¢ HoOcUTeNnsMH HHpopmauuu, copepxkaumMu [1/IH
BBeIeHb! KypHais! yueta HXXM/I u ydera cheMHBIX HOcuTeeit HHGOpMAIHH;

-IIPY XpaHEHHH MaTepHalIbHBIX HOCHTeIeH coOMI0Na0TCs YCIOBH, 00ecnedrnBalolHe
coxpaHHocTh IT/[H U HCKITIOYaKOIIME HeCAaHKUMOHMPOBAHHBIH K HUM JI0CTYTL.

/,

3aBeylOLHH OT/1eIOM HHPOPMaTH3aLHH 10.0.Ctynun



